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Executive Summaxy 
- 

Purpose Soviet bloc countries acquire militarily significant commercial (i.e., 
“dual-use”) products from other countries. The US. government 
attempts to limit or prevent such access through an export licensing 
system. The Commerce Department issues export licenses under the 
authority of the Export Administration Act of 1979, as amended. The 
Department of Defense also has authority to review some export license 
applications, but there has been no consensus on the nature and extent 
of its role. A January 1986 Presidential directive clarified Defense’s role 
by giving it added responsibilities to review applications to selected free 
world destinations and to make licensing recommendations to the Com- 
merce Department. 

GAO reviewed export licensing under the terms of the Presidential direc- 
tive to determine the nature and extent of differences resulting from 
this joint review. To this end, GAO reviewed how the (1) Defense Depart- 
ment developed its recommendations and (2) Commerce Department 
responded to these recommendations with licensing decisions. 

I 

Background The Defense Department is now responsible for evaluating all license 
applications involving exports in 8 product categories to 15 free world 
countries. 

Commerce and Defense generally use similar procedures to evaluate 
license applications. Both evaluate the diversion potential of end users 
based on information provided by such sources as diplomatic posts over- 
seas, the U.S. Customs Service, and the intelligence community. 

At the Defense Department, mformatlon referred from Commerce is 
compared electronically with (1) a list of individuals and firms that are 
considered potential diverters, (2) countries with questionable export 

I 

control procedures, (3) characteristics which define a product’s sophisti- 
cation, and (4) questionable addresses of the end users, such as a post 
office box. 

Results in Brief GAO observations and conclusions are based on its evaluation of all 
license applications (671) referred to the Defense Department during 
April 1 through 12, 1985. GAO compiled detailed licensing hlstorles of all 
applications that Defense wanted to deny during this period (60),and its 
report focuses on these appbcatlons. 
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For the period GAO examined, Commerce approved about 65 percent of 
the license applications that Defense wanted to deny and denied about 1 
percent of the licenses that Defense wanted to approve. 

Defense generally based its denial recommendations on general catego- 
ries of concern rather than on specific adverse information related to 
individual license applications. Commerce makes licensing decisions 
principally based on the latter kind of information. 

Defense did not share with Commerce all the information it used to sup 
port its recommendations. Defense, however, began supporting its rec- 
ommendations with more specific information later in 1985. 

The major policy issue dividing Commerce and Defense during the 
period of the GAO review was the appropriateness of issuing export 
licenses when the foreign purchasers planned to resell the items to cus- 
tomers unknown to U.S. licensing authorities. During 1986 and 1986 
Commerce and Defense took steps to resolve their differences. 

Commerce and Defense steps to better coordinate efforts through 
improved sharing of information and resolving policy differences should 
lead to greater consistency between Defense recommendations and Com- 
merce licensing actions. A high level of consistency in future reviews 
will raise the question of whether Defense review of individual free 
world license applications should be continued in its present form. 

Principzll Findings 

Defense Licensing 
Recommendations 

Defense recommended approval for 91 percent of the applications it 
reviewed and recommended denial for 9 percent (60 applications). 
Defense based 24 of its 60 denial recommendations on concerns about 
the end users. In 67 percent of these 24 cases, the basis of its concerns 
was information provided by Dun & Bradstreet. Defense interpreted 
Dun & Bradstreet’s information as adverse because (1) Hong Kong end 
users did much of their business in the People’s Republic of China, (2) 
some end users did not appear to be in business, (3) the end users’ busi- 
nesses were inconsistent with end use statements in the applications, 
and (4) there was insufficient information about the end users. Defense 
based another 31 of its 60 denials on concerns about end use. Specifi- 
cally, Defense officials did not believe that controlled products should be 
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licensed to foreign distributors for resale to persons unknown to U.S. 
licensing authorities. The resale issue figured in 87 percent of these 3 1 
denials. Control over resale was a particularly contentious issue between 
Commerce and Defense in 1985 and 1986. 

Commerce Licensing 
Decisions 

Commerce granted licenses to 79 percent (482 applications) of the appli- 
cations for which Defense recommended approval and denied licenses to 
about 1 percent. (19 percent of the applications for which Defense rec- 
ommended approval were returned to the applicants without action by 
Commerce and 6 applications were pending as of December 3 1, 1986 .) 

Commerce did not concur in 66 percent (39 applications) of Defense’s 
denial recommendations. 

Commerce officials generally approved applications based on their usual 
review procedures. For those applications that Defense officials wanted 
to deny, Commerce concurred only when Defense provided sufficient 
specific information to justify a negative determination. 

Agency Comments and Commerce agreed with GAO'S findings but noted that the evidence m the 

GAO’s Evaluation 
report appears to call into question the justification of Defense’s West- 
West review. Defense stated that while it does not argue with the GAO'S 

analysis of the license applications, the analysis may not be representa- 
tive because the period covered was quite early in the start-up of the 
program. Defense also stated that it does not agree with GAO'S conclu- 
sion. Defense stated that the issue is not consistency between Defense 
and Commerce licensing decisions but rather the quality and effective- 
ness of the reviews. 

The license applications GAO examined were reviewed by Defense during 
the start-up phase of its operation. However, GAO found that the extent 
of Defense requests to Commerce for detailed information and the 
extent of its subsequent recommendations on license applications 
referred during the first 2 weeks of May, June, and July 1985 were sim- 
ilar to those in April 1986. GAO also found the bases of Defense’s denial 
recommendations for November 18-22, 1986, were essentially the same 
as those for the applications GAO reviewed in April. 

Consistency in licensing actions is not a consideration that can or should 
be viewed as incompatible with quality and effectiveness. When 
common policies are effectively administered by both Commerce and 
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Executive Summary 

Defense in reviewing the same export applications under the same cri- 
teria for essentially the same goals, the results should be a high level of 
consistency between Defense’s recommendations and Commerce’s 
licensing decisions. If such a high level of consistency is achieved, it will 
be reasonable to question such a duplicative process and, since Com- 
merce has the broader export licensing responsibilities, the question will 
likely focus on whether or not to continue Defense’s role in its present 
form. 
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Introduction 

-__ 4 --_- -_ ------- 

The U.S. government has controlled the export of militarily significant 
commercial (i.e., “dual-use”) products to the Soviet bloc since 1949 by 
licensing the export of controlled products to almost all destinations. 
Under the Export Administration Act of 1979, as amended,’ the Secre- 
tary of Commerce administers the control system and issues export 
licenses. However, section 10(g) of the Act also includes “special proce- 
dures” for the Secretary of Defense to review some kinds of export 
license applications. Defining the exact scope and nature of Defense’s 
review responsibilities has been a matter of continuing conflict between 
the Departments of Commerce and Defense. Until recently, Defense’s 
major role in export licensing involved the review of license applications 
to export products to the Soviet bloc and the People’s Republic of China 
In January 1985, the President Issued a directive to resolve this conflict 
The directive expanded Defense’s review to include applications related 
to specific product categories for 15 so-called free world destinations 
(see p. 10). 

-- 

The Export Control 
System 

Export controls are intended to comphcate the Soviet’s efforts to obtain 
dual-use products and technology by forcing them to USC uncertain 
means to acquire products that they cannot legally obtain. To achieve 
this goal, the IJnited States controls the export of dual-use items for 
national security purposes under provisions established by the Export 
Administration Act.” The export control system’s three principal func- 
tions are to (1) identify technologies and products that need to be con- 
trolled, (2) review and evaluate export license applications, and (3) 
enforce export controls. Although the U.S. government unilaterally con- 
trols some commercial products and technologies for national security 
reasons, most such products are controlled by the coordinated action of 
the I Jnited States and 15 other governments comprising an informal 
organization known as the Coordinatmg Committee, or more simply 
Cot:OM.:' 

The 1J.S. government controls exports of dual-use products with a 
licensing system. A 1J.S. exporter wishing to sell controlled products 



---- 

Chapter 1 
Jntruduction 

anywhere m the world, except Canada, must seek the government’s per- 
mission through an export license application. One kind of license, the 
“individual validated license,” as a general rule authorizes shipments of 
specifically named controlled items to a specified end user for a speci- 
fied end use. Another kind of license, the “distribution license,” autho- 
rizes multiple shipments of a broad range of controlled products to 
overseas distributors who, in turn, resell such items to their customers, 
the actual end users. In 1985, the government approved 102,347 and 
denied 813 export licenses. 

----I- 

The Role of the Defense Section 10(g) of the Act states that the Secretary of Defense is 

Department Under the 
Export Administration Act 

“authorized to review any proposed export of any goods or technology to any 
country to which exports are controlled for national security purposes and, when- 
ever the Secretary of Defense determmes that the export of such goods or tech- 
nology will make a significant contribution, which would prove detrrmental to the 
national security of the 1Jmted States, to the military potentral of any such country, 
to recommend to the President that such export be disapproved ” 

However, the Act did not specifically define countries “to which exports 
are controlled for national security purposes,” and this omission led to 
interpretative differences between Commerce and Defense. In mid-1981, 
the Defense Department asserted that it had responsibility under the 
Act to review export license applications to free world destinations, 
including responsibility to (1) generally monitor the potential for diver- 
sion from such countries and (2) specifically evaluate the diversion 
potential of an end user and assess the validity of an applicant’s end-use 
statement. 

The Commerce Department, on the other hand, interpreted Defense’s 
perception of its responsibility differently. At that time, Commerce 
asserted that Defense had the authority to review license applications to 
Soviet bloc destinations only, and therefore it was not appropriate for 
Defense to assess the diversion potential of end users in free world coun- 
tries as part of the licensing process. 

Prior to the January 1986 Presidential directive, these differences were 
temporarily resolved by a September 1981 interagency understanding 
whereby Defense reviewed high-technology, computer-related license 
applications to most free world destinations. Whether or not Commerce 
referred such applications to Defense depended on specific operating 
characteristics of the item proposed for export and on whether the end 
user was in a special category, such as a government agency. 
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Applications also are routinely reviewed by the Departments of State 
and Energy. 

I-____- 

T ne Presidential Directive A 1986 Presidential directive expanded the scope of the 1981 under- 
standing. Added to Defense’s review of proposed exports to the Soviet 
bloc and China were all applications for 8 product categories exported to 
16 free world destinations.4 The specific countries and product groups, 
but not the number of destinations and product groups, can be altered 
only by agreement between Commerce and Defense. However, at the 
time of our review no COCOM destinations were subject to Defense 
review. The directive also authorized the establishment of a Technology 
Transfer Steering Group, composed of officials from Commerce, 
Defense, and the National Security Council, to resolve disputes between 
Commerce and Defense over licensing recommendations related to the 
directive. Unresolved disputes can be appealed to the President. 

Through December 31, 1986, the Steering Group held one meeting. The 
limited use of this dispute resolution mechanism, however, understates 
the differences that exist between Commerce and Defense. The directive 
stated that Defense’s objections to issuing an export license must be 
made “with specificity.” Commerce and Defense officials have differed 
over what this phrase means, with the result that Commerce has 
approved some applications which Defense recommended be denied 
because, according to Commerce officials, their requests for more specl- 
ficlty were not met by Defense. Commerce made licensing decisions in 
such cases using its normal processing criteria. Neither Commerce nor 
Defense referred such applications to the Steering Group for review. 

Y 

Objectives, Scope, and 
Methodology 

that have resulted from joint Commerce and Defense reviews of free 
world license applications. To this end, we reviewed how the (1) Depart- 
ment of Defense developed its recommendations for the export license 
applications it reviewed under the terms of the Presidential directive 
and (2) Department of Commerce responded to these recommendations 

4At the time of our review the countnes were Austna, Fmland, Hong Kong, India, Iran, Iraq, Ixhtcn- 
stein, Libya, Malaysia, South Africa, Singapore, Spain, Sweden, Syria, and Switzerland The product 
groups mcluded computers; software, electromcs and senuconductor manufacturmg, measurmg, and 
calibrating equipment; micro and integrated circuits, and carbon technology and manufacturing 
equipment 
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Chapter I 
Introduction 

To understand this process, we reviewed all (694) license applications 
sent to Defense from Commerce during April 1 to 12, 1986. To determine 
whether our test period was representative of the issues that have been 
occurring between Commerce and Defense, we reviewed all applications 
referred to Defense during the first 2 weeks of May, June, and July 
1986. 

Our detailed analysis focused on the 60 applications which Defense rec- 
ommended be denied during the April period. To determine the bases of 
Defense recommendations and Commerce licensing decisions, we col- 
lected documents pertaining to these recommendations and decisions 
and discussed many of them with licensing officials at Commerce and 
Defense. 

We did not assess the administrative efficiency of the export licensing 
process. For example, we did not evaluate whether one agency makes 
better use of electronic data processing techniques than another or 
whether any specific aspects of either agency’s license review proce- 
dures appeared to be a better way to make determinations. 

Our review was performed in accordance with generally accepted gov- 
ernment auditing standards. 
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l3xpmt Administration at the Departments of 
Commerce and Defense 

Reviewing export license applications basically consists of three kinds of 
technical, or non-policy-oriented, evaluations. Evaluators must deter- 
mine (1) a specific commercial product’s potential military significance,’ 
(2) the diversion potential of the end user, and (3) the appropriateness 
of the product’s stated end use on a license application. Applications 
also are reviewed within the context of foreign and national security 
policies. Consequently, a proposed export to a legitimate end user for a 
purely commercial end use can be denied for policy purposes, as was the 
case with some of the applications we reviewed. 

For proposed exports to proscribed destinations (mainly the Soviet bloc 
and China), the potential military significance of a product is the most 
relevant evaluation the government makes. Relatively less importance is 
given to end-use and end-user evaluations. The prudent assumption in 
such cases is that in proscribed countries the military has unrestricted 
access to imported products, regardless of whether the stated end user 
is a civilian and the stated end use is commercial. 

For proposed exports to free world destinations, evaluators focus on the 
potential for diversion to the Soviet bloc by an end user,2 looking at 
information about a firm or individual to determine the risk of diver- 
sion. An end use evaluation in such cases is an indirect assessment of an 
end user, because it can involve a comparison between the stated end 
use and the technical capabilities of the proposed export. For example, 
if an item is more sophisticated than someone reasonably needs (Le., the 
proposed sale of a large computer to a small shopkeeper), there might be 
reason to suspect the intentions of a seemingly legitimate end user. 
When the information raises sufficient doubt, Commerce licensing offi- 
cials will either condition approval, return the application without 
action usually because it is incomplete in some way, or deny the license 
application. Y 

lCknmerce’s commodity control list 1s a hsting of product categories, not specific commercial prod- 
~~29. Such products are “captured” by a category, and thus consldered mildarily significant, if they 
meet certain performance characteristics 

2Countries covered by the directive, such as bbya, Syna, Iran, and Iraq, are exceptions to this gener- 
alization Expor@ to them are covered by specific export admuustratlon regulations The m&ary 
signifwmce of proposed exports to such countrws presumably IS relevant quite aside from concerns 
about the potential for dlverslon from them to the &wet bloc 
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Export Adminbtration at the Departments of 
C%munewe and mfeme 

A 

Comknerce and Defense Both Defense and Commerce have procedures and personnel for making 

License Application 
Review Process 

the three kinds of technical evaluations. Commerce has been primarily 
responsible for determining the diversion potential of end users and the 
appropriateness of the end use stated on applications. Commerce tradi- 
tionally has relied on Defense to assess a product’s military significance 
for some proposed exports to the Soviet bloc and other proscribed desti- 
nations, because Defense is considered to have more information and 
resources with which to evaluate the potential military significance of a 
commercial product.3 

Implementation of 
Presidential Directive 

To fulfill its new responsibilities under the terms of the directive, 
Defense has taken steps to enable it to evaluate the diversion potential 
of an end user, the type of ongoing analysis regularly performed by 
Commerce. These steps have included purchasing business information 
on foreign firms, collecting relevant data from other US. agencies, 
developing a list of suspicious end users, and setting up a computerized 
system to screen licenses. 

Defense has purchased the services of Dun & Bradstreet, a commercial 
firm which collects and sells economic, financial, and historical informa- 
tion about businesses all over the world. Commerce also buys this kind 
of information from Dun & Bradstreet, but on a more limlted basis. 
Defense, just as Commerce has done, also collects end-user related infor- 
mation from other government agencies. 

Both Commerce’s Office of Export Enforcement (OEE) and the Defense 
Technology Security Administration (DTSA) have developed lists of sus- 
picious end users. OEE, for example, has a list of about 6,000 names for 
which it has some enforcement concern. The names come from investi- 
gations, anonymous sources, the Customs Service, and newspapers. The 
intelligence community has also provided classified information from 
which a list of about 900 additional suspicious end users was compiled. 
MYJA’S list is compiled from information in cables from U.S. embassies 
and offices overseas, the Defense Intelligence Agency, and other U.S. 
intelligence agencies. DTSA analyzes information from these sources to 
determine whether it is relevant from the point of view of export con- 
trols, The results of nrs~‘s analyses are not shared with Commerce 
except mdirectly as support for a recommendation on a specific license 

31k Export Adnumstratlon Amendments of 1986 authorized estabhshment of a National Secunty 
Control Office at the Department of Defense, and the Defense Technology Secunty Administration 
was formed on May lo,1986 
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application. Similarly, Commerce does not share the information it 
develops with n’r%. 

In response to the directive, Defense has established a procedure to 
automatically screen the applications it receives from Commerce. Infor- 
mation from all applications covered by the directive’s criteria is elec- 
tronically transmitted from Commerce to Defense. Defense screens it 
against (1) its list of suspicious or known bad end users, (2) a list of 
countries that have inadequate export control procedures, (3) a combi- 
nation of variables which define a product’s sophistication and/or value, 
and (4) a list of addresses to determine whether the end user’s address 
is a post office box. These screens help Defense to identify quickly those 
applications which should be reviewed in detail for policy and technical 
reasons. Defense has 7 calendar days to review applications referred 
from Commerce; if it determines that certain applications need further 
review, it has 16 additional working days to review them and any asso- 
ciated documents and make recommendations to Commerce. The time it 
takes Commerce to assemble the necessary documents and send them to 
Defense is not counted against this E-day review period. 

As of July 1986, Defense began comparing the end users on all applica- 
tions it receives against a Dun & Bradstreet library of reports on about 
20,000 firms in the countries covered by the directive. If an end user is 
one of these firms, a report is produced at Defense from Dun & Brad- 
street’s data base. Previously, Defense officials would decide whether 
they wanted to request Dun & Bradstreet reports on an application-by- 
application basis. Commerce does not have a comparable system for rou- 
tinely accessing Dun & Bradstreet reports. 

OEE electronically screens all applications against its lists of potential 
and known bad end users concurrently with Defense’s review and for- 

* 

wards its recommendations to Commerce’s licensing office. Commerce’s 
licensing office does not begin policy and technical reviews of applica- 
tions covered by the directive until it receives Defense’s 
recommendations.4 

At the time of our test period, Defense was not routinely informed of 
Commerce’s licensing actions on the applications reviewed by Defense. 
But in January 1986, Commerce began routinely notifying Defense of its 

4Commerce initially reviews appllcatlons for completeness, and returns incomplete applications to 
applicanta without action regardless of Defense’s remew and recommendations Such an adnunistra- 
tive review is made concurrently ullth Defense’s review. Commerce reorgamzed export admuustratlon 
during the period of our remew 

Page 14 GAO/NSIADW-169 Export Controls 



-_ __I(_- I-- --- 
-“&*ter 2 

Export Admhiatration at the Departments of 
(iT.amenr, and Defense 

proposed licensing decisions when they were contrary to Defense’s 
recommendations. 

uALLL LIJLA Lb Jl,,,Aons at During April 1 through April 12,1985, Defense reviewed 67 1 export 

Commerce and Defense 
license applications under the terms of the directive.” Defense’s recom- 
mendations and Commerce’s disposition of applications are shown in 
table 2.1. 

Tabla 2.1: Dlrposltion of Defense 
Recommsndatlons to Approve or Deny Commerce Licensing Actions 
License Appllcatlons Returned to 

Dsfense Number of 
ap$;;~;; 

recommendations appllcatlons Approved Denied action 
‘“B”cdt,;; 

------ 
1. Approval 61ia 482 7 118 -2 --f_---- - --- 
2 Demal 60 39 3 17 1 ------~ -- -~ - ~- 
Total 671 521 10 135b 5 

Qefenee dud not comment on 549 of these appllcabons, for the other 62, It condItioned approval on 
meeting what it termed “standard free world condltlons” or on the terms of various bilateral “memoran- 
dums of understandlngs” between the U S and foreign governments 

bGsnerally appllcattons are returned to applicants without action because they are incomplete In some 
way The returned without action rate on this table IS 20 percent, In 1985 it was about 15 percent for all 
free world applications 

Applications for Which 
Defense Recommended 
Approval 

I 

Defense recommended approval for 611, or 91 percent, of the 671 appli- 
cations it reviewed. Commerce actually approved 482, or 79 percent, of 
these 611 applications. Commerce denied 7 applications for which 
Defense had recommended approval, and 118 other applications were 
“returned without action.” We reviewed the 7 denied applications and 
found that one involving a Libyan end user was denied for foreign 
policy reasons on the advice of the State Department. Another was 
denied on the basis of pre-existing intelligence agency reports which 
indicated that the end user was not a suitable recipient of U.S.-origin 
national security controlled commodities. The other 5 were denied on 
the basis of unfavorable pre-license checks of the end users by US. 
embassy officials overseas, as discussed below. 

%efensc? actually received information on 694 apphcations, but 3 of them were not covered by the 
directive’s cnteria and therefore were sent erroneously by Commerce Commerce returned 20 other 
applications to the applicants wdhout actlon after mformatlon from the apphcatlons was sent elec- 
tromca.lly to Defense but before Defense asked for copies of the apphcatlons As a consequence, 
Defense did not receive copies of these apphcatlons 
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1. An end user denied that it had purchased $6 million worth of personal 
computers and related equipment from the applicant. This pre-license 
check was initiated by a Commerce licensing officer because the country 
was considered a problem destination and because the end use involved 
the resale of a large number of items.6 

2. An end user did not seem to have an active operation and may not 
have existed as a legitimate company. 

3. An end user was not known to the business community, and the pro- 
posed end use apparently would have violated the importing country’s 
import regulations.6 

4. An end user apparently intended to sell the item to a customer in the 
People’s Republic of China but would not reveal the customer’s name to 
U.S. authorities. 

6. An end user (distributor) would not provide a list of its customers to 
U.S. authorities. 

App ications for W rlic 1 
Defense Recommendec 
Dknial 

, 

Defense recommended that Commerce deny 60 applications for the rea- 
sons shown in table 2.2. Commerce generally disagreed with Defense’s 
denial recommendations and approved 39, or 66 percent, of the 60 appli- 
cations Commerce directly denied the applications for only 3 of the 60 
applications. The rest were returned to the applicants without action, 
except for one application which was pending action as of December 3 1, 
1986. 

befense reviewed the entire application assoclated with thm case 
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Table 2.2: Disposition of Defsnse 
Rscommendatlonr to Deny License 
Applic8tioW 

Commerce Licensina Actions 
Returned to 

applicant 
Bases for Defense Number of 
recommendations applications Approved Denied 

without Pendlng 
action action -___ - -_-_. .~____~ --- ~---- ~_ -- - 

1 Suspicious end user (See 
P, 16) 24 __ ---_ __ __-_--_---.---_---- 
2 End use concerns (See 

l5 ~-- --.--_ 1 7 1 

P* 2?_) 32 22 1 8 1 __---- --_-- - -~-- 
3 Foreign pohcy concernsb 5 2- 2 

_--..-- _ 
1 0 I ---- ---_ _.--_- ..-. --- ------ _-_ --_ 

4 Inadequate lnformaftonC 10 8 0 2 0 __ _ ----- -..-----..- 
$- lmportlng country lacks 

-_ _-.--- -_- 

export controW 2 0 0 2 0 _ ____ -_- _---- 
6 Nuclear end use concerns? 

_--~- ~-.--. -- 
1 0 0 1 0 r;otai- - _-___ __---- .-----_. -_ -----.-. 

74 47 4 21 2 

Actual number of apphcatlons 60 39 3 17 1 

BNumbers on table refer to kcense appltcattons but because Defense sometlmes Wed more than one 
reason for Its recommendatton, there IS necessarily some double counttng The magmtude of double 
counttng IS reflected in the two sets of column total figures 

bConslsts of three appltcations for exports to Ltbya, and one each for Syria and India The Libyan appll- 
cations were revtewed by the State Department, which recommended dental In two cases and approval 
in one Export admlnrstration regulations stated that licenses for Libyan destrnatrons will “generally be 
denied for (I) Items controlled for national security purposes ” The application for India was returned 
to the applicant without action in order to clanfy the end use 

‘Denotes applications which, for example, lacked sufficient Information on quantity or technlcal speclfl- 
cations of product or for whtch Commerce sent Defense wrong and confusing information about the end 
use Defense also recommended dental for one of these applwattons because of Its concerns about the 
end user 

dAs a matter of policy, Defense recommended denial of some appltcations rnvolvlng end users In Spain 
and Iraq Spain IS currently a member of COCOM, but at the time of our review, It was not a member 

, 
‘Appltcatlon was also reviewed by the Department of Energy, based on Energy’s review, Commerce 
asked the applicant for addItIonal end-user and end-use InformatIon 

mm-- *_ - _( I- ----- 

Evaluating the End User Forty percent of Defense recommendations for denial of license applica- 
tions were based at least in part on its assessment that the end users 
might illegally divert controlled products. We refer to this category of 
denial recommendations as based on the assessment that the foreign 
purchasers are “suspicious end users ” As table 2.3 shows, Commerce 
approved 15, or 63 percent, of the 24 applications in this category that 
Defense recommended be denied. 
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TabI? 24: Olrporlltlon of Dlrlenw Recommendatlonr to Deny License Appllcatlons Based on Subplclou$ End Uwrs 
Commerce Llcenrlng Actlonr 

Returned to 

Eta@+8 for reoommandatlon 
1, Dun & Bradstreet’s InformatIon only” 

2 Information from Customs Service 
?TT&rmation from Intelligence agencies m-.-m- 
TOM 

Number of 
aP$;;$ 

appllcatlonr Approved Denied actlon pc?tl~!! 
16 8 1 6 1 ~- ----~_- 
7 6 0 1 0 -- -- ~-- --Lx_ -- 
1 1 0 0 0 -----_~-- 

24 -15 1 7 1 

8That la, lnformatlon sold by Dun & Bradstreet which Defense interpreted as adverse Dun & Bradstreet 
does not make recommendations on the sultablllty of end users for export control purposes 

As shown in table 2.3, Defense interpreted information provided by Dun 
& Bradstreet as indicating suspicious end users on 16 applications. Com- 
merce approved 8 of these applications. We discussed the bases of these 
decisions with Commerce’s licensing officials, who said that Commerce 
generally approved the applications because they appeared to describe 
routine transactions, The commodities, for example, were relatively 
unsophisticated; the volume and dollar amounts of the proposed exports 
were relatively low; the end users were not identified by OEE as suspi- 
cious; and Defense’s denial recommendations were thought to be too 
general to be useful. However, Commerce’s licensing decisions were 
made without knowledge of some potentially relevant information. As 
discussed below, Defense generally did not share with Commerce all the 
information it used in support of its denial recommendation For the 16 
Dun & Bradstreet related cases, Defense interpreted Dun & Bradstreet’s 
information as “adverse” for the following reasons. 

1. In 9 cases, end users did much of their business m the People’s 
Republic of China. Defense, however, supported its recommendations to L 
Commerce only with the notation “inadequate [or “insufficient”] end use 
information.” Commerce did not consider such a notation sufficient to 
sustain Defense’s denial recommendations and, in the absence of any 
related information that it considered adverse, approved 4 of these 9 
applications. It returned 5 to applicants without action, 4 of which 
involved the same end user. OEE had recommended that these 4 applica- 
tions be denied, but the applicant withdrew the applications before a 
licensing decision could be made. The remaining application was 
returned because it did not contain all of the required documentation. 

2. In 4 cases, end users did not appear to exist at the address given on 
the application and in 3 of these cases, the end user also did not appear 
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to be registered as a business in the country of destination. Defense told 
Commerce that lack of an address was the basis of its denial recommen- 
dation in only one of the 4 cases. Commerce approved 2, denied one, and 
returned one to the applicant without action. In one approved case (see 
app. I), Commerce granted a license prematurely because Defense told 
Commerce that the end user did not appear to exist but Commerce did 
not attempt to verify this information. In the other approval case, 
Defense did not tell Commerce that the end user did not exist, only that 
there was “insufficient end user information” and “inconsistent product 
information,” which meant that the information on the Hong Kong 
import certificate7 was not the same as the information on the license 
application. The end user in this case was not on OEE’S list of suspicious 
end users, Commerce’s licensing office had a copy of the import certifi- 
cate, but Defense did not send it a copy of the Dun & Bradstreet report 
on the end user. The application that Commerce denied is discussed on 
page 21. Commerce returned one application without action when U.S. 
authorities in Hong Kong did a pre-license check and reported that they 
were unable to find any information on the end user. The pre-license 
check was made in response to Defense’s notation in support of its 
denial recommendation, i.e., “pre-license check on end user.” 

3. In 2 cases, end users’ business activities were not consistent with the 
end use statements on the applications. Defense supported its recom- 
mendations only with the notations (1) “inadequate information on ulti- 
mate end user” and (2) “Consignee does not sell computers.” Commerce 
approved the first application, and the second was still pending as of 
December 31, 1986. In the case Commerce approved, Defense’s internal 
memorandum stated that the end user was an importer and not a manu- 
facturer. The application’s end-use statement, however, said that the 
importer, a manufacturer, was an affiliate of the end-user’s (importer’s) 
firm. Following Defense’s recommendation, OEE made a pre-license check I 

of the end user at the request of the Commerce licensing officer in 
charge of the case. The pre-license check report stated that a U.S. coun- 
sular official found no derogatory information about the end user and 
was of the opinion that the end user intended to use the product in the 
country of destination. The application was approved on the basis of the 
pre-license check. 

‘Import certificates are issued by the unporting government at the request of the importer, who sends 
a copy to the exporter who must subnut it to the exporting government (1 e , IT S ) w&h the export 
license application 
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4. In one case, Defense believed that there was insufficient information 
about the end user and supported its denial recommendation with the 
notation “relatively little information on end use. Cost of commodities is 
half of company’s worth. High Technology.” Commerce approved the 
application with the condition that distribution or resale of the products 
(integrated circuits) was permitted only in the country of destination. 

Defense also recommended that 8 other applications be denied because 
the end users were the subjects of Customs Service investigations (7 
applications) or because of information provided by one or more intelli- 
gence agencies (1 application), Commerce had adverse information 
about two of these end users, accounting for 6 of the 8 applications, but 
believed that it was not sufficient to warrant denial actions. (See apps. 
III and IV for licensing histories involving both end users.) Commerce 
approved 2 of the remaining 3 applications and returned one to the 
applicant without action because the product’s description was in a for- 
eign language. Commerce approved the 2 applications without the ben- 
efit of the specific information Defense had. Defense neither told 
Commerce that the end users were under investigation by the Customs 
Service nor conveyed any information about the investigations them- 
selves. For one of these 2 applications, Defense justified its denial rec- 
ommendation only by the notation, “lack of specificity on end user.” 
Defense’s recommendation in the case returned without action was 
based on its suspicion that the end user was diverting controlled prod- 
ucts to the Soviet Union. Defense, however, did not share the basis of its 
suspicion with Commerce. 

Until July 1986, Commerce officials did not seek mformation directly 
from the Customs Service about the investigations that Defense was 
using as the basis of denial recommendations. Commerce officials 
believed that Defense, as the agency making licensing recommendations 
to Commerce, was responsible for supporting such recommendations 
with specific information about any Customs Service information it 
used. In July 1986, Defense began providing Commerce with Customs 
investigatory case numbers. Commerce, in turn, began requesting infor- 
mation about such investigations from Customs, such as the degree of 
Customs enforcement concern. Additionally, a list of all Customs investi- 
gations is provided monthly to OEE and it inspects the list for export 
control-related cases. As a result of this inspection, a number of names 
have been added to OEE'S list of suspicious end users. 
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OEE, however, does not make licensing recommendations based solely on 
whether a party to an export transaction is under Customs investiga- 
tion The level of enforcement concern is important to OEE. An OEE offi- 
cial told us that, typically, when Defense’s recommendations based on 
Customs information were discussed with Customs officials, Customs 
expressed no significant enforcement concern, 

Commerce denied only one of the 24 applications that Defense wanted to 
deny, because of a suspicious end user. In this case, Dun & Bradstreet’s 
report said that the end user did not exist at the address given on the 
application and was not registered as a business in Hong Kong. Defense, 
however, did not convey this information to Commerce with its recom- 
mendation Rather, it based its recommendation on what it called “inad- 
equate end use information.” The end user, in fact, already was on OEE'S 
list of suspicious end users. OEE requested a pre-license check of the end 
user by U.S. authorities in Hong Kong, which confirmed that it was an 
unsuitable recipient of U.S.-origin, national security controlled, 
commodities. 

ga uating the Encl Use: the Concern over end use was used to support 31, or 62 percent, of 

Resal e ssue Defense’s 60 recommendations for denials, as shown in table 2.4. The 
basis for denying 2’7 of these 31 applications was resale by end users to 
customers unknown to U.S. licensing authorities in certain “problem” 
countries. Under export administration regulations, end users may 
import controlled products for resale within the country of destination 
unless specifically prohibited from doing so by Commerce. Commerce 
can, but generally does not, request the identity of the actual end user 
when products are exported for resale under the authority of individual 
validated licenses. 
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Tabli 2.4: Dirporltlon of Deferwe Recommendations to Deny License Applications Based on Concerns About End Usen ~ 
Commerce Licensing Actions 

Returned to 

Bauer of Defenre recommendntlon _ __*I --__ - -_-_II_- 
1 Products to be resold In country of destination _ ,_ _--___--*- --__-~-- 
2, Prqducts to be re-exported from country of 
destmatlon -- -- --- ---- 
3 Otherb - --w --m-p- 
Total 

Number of 
ww;;;~;; 

appllcationr Approved Denied 
Pending 

action action 
- 

_-- --- 
27 19 1 6 1 -~_-_I_ -_- 

3 2 0 1 0 ---~ -- -- 
2 1 0 1 0 

- 32 22 1 8 1 
Number of actual aaollcatlons 31 21 1 8 1 

UNumbers on table refer to license appkatms, but because Defense sometimes cited more than one 
reason for its recommendation there IS necessarily some double counting The magnitude of double 
counting is reflected in the two sets of column total figures Defense recommended denial for one appll- 
catlon that Commerce approved because end use was both for resale and m-export, and it IS thus 
double counted 

bOne end-use statement was transmitted incompletely from Commerce, and one such statement was 
not on the application as required 

Defense, however, does not believe that a distributor should be treated 
the same as an actual end user when granting an individual validated 
license, This position was clearly stated in an October 26, 1986, letter 
from Defense’s Deputy Under Secretary for Trade Security Policy to his 
Commerce Department counterpart. The problem, as he saw it, which 
exists when the actual end users were not identified, was explained and 
he wrote that: 

“Until we begin to receive more explicit information from exporters that the prod- 
ucts are going to an identifiable actual end user for a specific purpose, Defense will 
recommend denial for applications of this nature for these [two] destmatlons.” 

His concern over “for resale” as the end use was re-emphasized in a 
hearing 2 weeks later before the Subcommittee on International Eco- 
nomic Policy and Trade, House Committee on Foreign Affairs. Defense 
has continued to recommend that such applications be denied. For 
example, of the 38 applications that Defense recommended be denied 
during the November 18 to 22, 1985 period, 31 involved resale to 
unidentified end users. 

Commerce in most circumstances believes that it cannot deny a license 
application solely on the grounds that the end user intends to resell an 
item within the country of destination to customers who are unknown to 
US. licensing authorities. Before May 1985, Commerce’s export 
licensing procedures required the identification of ultimate end users if 
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an item proposed for export was an “advanced computer.” However, 
Commerce officials issued additional instructions to their licensing staff 
in May 1985 to restrict approval of some applications where the end use 
was for resale to unknown customers. The staff was directed not to 
approve applications involving products in four commodity categories 
thought to be of special interest to the Soviet Union and other countries 
and defined by certain operating characteristics. Licensing personnel 
also were directed to (1) return such applications to the applicants 
without action and request information about the distributors’ cus- 
tomers or (2) approve the applications but require the distributors (end 
users) to seek the permission of the US. government to resell the previ- 
ously licensed items. In this latter situation, Commerce approves a 
license application but withholds approval of the end use (i.e,, resale). 
The end user is permitted to receive an item but not to dispose of it 
without U.S. government approval, and such permission may be contin- 
gent on the applicant identifying the end user’s customers. 

Commerce did not use these kinds of restrictions on any of the 19 
approved applications that Defense recommended be denied because the 
end use was for resale. Commerce, however, returned one other such 
application without action because the quantity shown on the license 
application was different from the quantity on the import certificate. 
Commerce asked the applicant to resolve the discrepancy and to identify 
the end user’s customers. Also, as discussed on page 16, Commerce 
denied two applications approved by Defense because the end user 
would not divulge the names of its customers as part of a pre-licensing 
check. 

In January 1986, a joint Commerce-Defense task force began to discuss 
the resale issue. By March 1986, the agencies had agreed in principle 
that identification of distributors’ customers would be required for espe- 
cially sensitive products before export license applications could be 
approved. For other, less-sensitive products, distributors would be 
required to maintain special records of their transactions. For the least 
sensitive products, distributors would be able to resell items without 
identifying their customers or keeping special records. Pursuant to this 
agreement, Defense is determining how each commodity control cate- 
gory should be divided among the three different groupings. 

Conclusions Commerce and Defense were divided in their assessments of the diver- 
sion potential of specific end users, mainly due to disagreement on a 
number of general issues related to the appropriateness of exporting to 
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certain kinds of end users under certain conditions The most important 
of these was the resale issue, Steps toward resolving this issue have 
been taken with the agreement m principle to designate three different 
categories for control purposes for items shipped to distributors; this 
has resulted in the precedent which makes writing licensing guidelines a 
shared responsibility of the Commerce and Defense departments. 

On occasion, Commerce officials also interpreted other end-user-related 
information differently than did Defense officials. Commerce, for 
example, did not believe that it should deny an application solely 
because the Customs Service or some other agency was investigating an 
end user, without considering the seriousness of any investigatory con- 
cerns. Defense, on the other hand, recommended denial of applications 
solely on the basis of such investigations. As another example, Defense 
officials recommended denial of some applications because end users in 
Hong Kong regularly did a substantial part of their business with cus- 
tomers in the People’s Republic of China. Commerce officials did not 
believe that they should deny applications solely on this basis. 

In some cases, licensing decisions were made without some information 
available because Defense was not sharing with Commerce all of the 
information it used to support its recommendations, including its Dun & 
Bradstreet reports and information about Customs Service investiga- 
tions. Also, Commerce was not always developing this information. 
These kinds of information-sharing problems, however, were largely 
resolved by the end of 1985, and Commerce is now getting more specific 
information from Defense. 

The actions taken by Commerce and Defense to better coordinate efforts 
through improved sharing of mformation and resolution of the policy 
differences raised over the past year should lead to greater consistency I 

between Defense’s licensing recommendations and Commerce’s licensing 
actions. A high level of consistency in future reviews will raise the ques- 
tion of whether Defense review of individual free world license applica- 
tions should be continued in its present form. 

Agency Comments and Defense questioned the representativeness of our April 1985 test period 

Our Evaluation 
m part because a team to process license applications had yet to be 
assembled in April 1985. Defense further noted that it was not until 
August 15, 1985 that the “Free World Team was in place and in a posi- 
tion to really begin tightening up on the process.” We believe that our 
observations on licensing are generally valid for the April to December 
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1986 period, In addition to the April test period, we made verification 
checks in May, June, and July. Generally, Defense requests for detailed 
information from Commerce and its recommendations to Commerce 
during these three periods were similar to those for April. For example, 
during the April period, Defense requested detailed information on 
about 28 percent of the applications it reviewed, and the average 
request rate for the following three 2-week periods was 36 percent. 
During the April period, Defense recommended that about 9 percent of 
the applications it reviewed be denied and, for the following three 
periods, recommended denial for about 7 percent. 

We also examined the basis of Defense’s denial recommendations for 
November 18 to 22,1986. We found that most of the applications denied 
during this period were denied for essentially the same reason as the 
applications we reviewed in April. The basis of Defense’s denial recom- 
mendations did not materially change between April and December 
1986, when we stopped collecting data. It should be noted that applica- 
tions initially reviewed by Defense in April were sometimes not decided 
upon by Commerce until June or later. Indeed, five of the applications 
we reviewed were still pending licensing decisions as of December 3 1, 
1986. 

Commerce agreed with our findings and observed that the evidence in 
the report appears to call into question the justification of Defense’s 
review of license applications to free-world destinations. Commerce 
added that, based on this evidence, our conclusions on Defense’s role 
“should be stated more explicitly.” However we do not believe that issue 
can be more directly addressed until there is a high level of consistency 
between Defense’s recommendations and Commerce’s licensing actions. 

Defense disagreed with our conclusion concernmg consistency in 
licensing, stating that the “issue is not consistency but rather the quality 
and effectiveness of the review .” Defense claimed that “substantial 
value has been added to the overall licensing process through Defense 
review of Free World cases.” 

We do not believe that “consistency” and “effectiveness” are mutually 
exclusive concepts, and we do not contend that Defense has not made a 
contribution to the current licensing process. The focus of our conclusion 
is on the future licensing process and its evolution toward a high level of 
consistency between Defense’s recommendations and Commerce’s deci- 
sions. If attained, it will be reasonable to question such a duplicative 
process and, since the broader responsibilities in the export licensing 
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process are Commerce’s, the question will likely focus on whether or noi 
to continue Defense’s role in its present form. This question, of course, 
would not extend to Defense’s role in continuing to assess the military 
significance of exports. 

Page 26 GAO/NSIADM-169 Export ControLc 



Page 27 GAO/NSLAD86439 Export Controls 



Appendix I -- 

Licensing l!lisbq of Application to Export 
Computers t;o an Asian Cbuntry 

1986 March 29: Application received in Commerce’s Office of Export Admin- 
istration (OFA).’ The value of the equipment was more than $1 million 
for resale in the country. The end user was not on lists of suspicious or 
bad end users, so OEE did not review the application. 

April 1: Information from the application was sent electronically to 
Defense and evaluated against its various “screens.” 

April 9: A copy of the license application was sent to Defense at its 
request, Defense requested information on the end user from Dun & 
Bradstreet on April 15. 

April 15: Dun & Bradstreet reported that the end user did not exist at 
the address it was given. The address on the license application was the 
same as that on the import certificate issued by the country’s govern- 
ment,2 suggesting that the U.S. license applicant had not erred in 
recording the end user’s address, 

April 29: Defense notified OEA that it recommended that the application 
be denied on the grounds of inadequate end-use information and the fact 
that the end user appeared to be non-existent, Defense did not send OEA 

a copy of the Dun & Bradstreet report or explain why resale within the 
country constituted an inadequate end use under export administration 
regulations. 

May 30: OEA issued the export license. OEA officials did not believe that 
Defense had supported its recommendation with specific information as 
required, in their view, by the Presidential directive. 

Subsequently the intelligence community developed adverse information 
about the end user but, as of December 1,1985, it had not permitted * 
Commerce to place this name on OEE’S list of suspicious end users. 
- 
‘Now called the Office of Export Licensing 

aImport certificates are issued by the importmg government at the request of the importer, who sends 
a copy to the exporter, who must submit it to the exporting government (I e , 1J.S.) with the export 
license application. In this case, the importer declared that the computer systems were for resale m 
the country. The Asian country’s government nottfied the importer on the certificate that the goods 
were for u.se in the country, that diversion en route to the country was prohlbrted, and that reexport 
was prohibited unless authorized by the country’s government 
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April 9: Application received in OEX. The value of the equipment was 
less than $600,000, for resale in the country only. The end user was not 
then on OEE’S list of suspicious or bad end users, although currently it is 
on the list. 

April 11: Information from the application was sent electronically to 
Defense and evaluated against its various “screens.” 

April 17: A copy of the license application was sent to Defense at its 
request. Defense also requested and received financial and other busi- 
ness-related information from Dun & Bradstreet. The Dun & Bradstreet 
report said that the firm purchases computer parts from abroad and re- 
exports about 70 percent of them to the People’s Republic of China. 

May 8: Defense notified OEA that it recommended the application be 
denied because of inadequate end use information. Presumably, the 
basis of Defense’s concern was the end user’s business relationship with 
the People’s Republic of China. Defense did not send OEA a copy of the 
Dun & Bradstreet report or indicate the specific source and/or nature of 
its concern other than the phrase “inadequate end use information.” 

May 23: OEA issued the export license with a condition requiring the 
license holder to provide OEA with a document verifying delivery of each 
shipment made against the license. OEA officials issued the license 
because they did not believe that Defense had supported its recommen- 
dation with specific information as required, in their view, by the Presi- 
dential directive. 
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:1w5 April 9: Application received in OEA. The value of the equipment was 
less than $60,000, for resale to two specific firms (ultimate end users) in 
the country. The specified end user was not on OEE'S list of suspicious or 
bad end users, but one of the two ultimate end users was on this list. 

April 10: Information from the application was sent electronically to 
Defense and evaluated against its various “screens.” 

April 17: A copy of the license application was sent to Defense at its 
request. Defense also requested and received financiaI and other busi- 
ness-related information on the end user from Dun & Bradstreet during 
April. In an internal memorandum, Defense officials stated that the 
applicant was under investigation by the Customs Service and that one 
of the ultimate end users allegedly was involved m diversions. 

May 8: Defense notified OEA that it recommended the application be 
denied on the grounds that the applicant was under investigation. 
Defense did not provide any additional information. 

April - May: OEE requested a pre-licensing check on the suspicious ulti- 
mate end user, and the results indicated that it was a suitable recipient 
of U.S.-origin controlled products. 

May 26: OEE told OEA that it did not have any concerns with the 
application. 

June 21: OEA issued the export license with a condition that the inte- 
grated circuits can be resold only in the country. An OEE official said 
that he interprets the intelligence information about the suspicious ulti- 
mate end user differently than Defense officials, However, because of Y 
concern about this firm, OEE subsequently asked the country’s govern- 
ment to conduct a post-shipment check on the ultimate end user. As of 
December 1,1986, the result of this check was pending. Since June 1986, 
OEE has been deferring action on all applications involving the suspi- 
cious ultimate end user until it receives the results of the post-shipment 
check. 
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198Ei April 10: Application received in OEA. The value of the equipment was 
less than $200,000, for resale in the country. The end user was on OEE'S 
list of suspicious or bad end users. 

April 11: Information from the application was sent electronically to 
Defense and evaluated against its various “screens.” 

April 22: A copy of the license application was sent to Defense at its 
request. Defense requested information on the end user from Dun & 
Bradstreet and the Customs Service at approximately this time. Defense 
received financial and other business-related information from Dun & 
Bradstreet and did not interpret any of it as adverse. The Customs Ser- 
vice, however, said that it was investigating the end user. 

May 14: Defense notified OEA that it recommended that the application 
be denied on the grounds that the “end user is suspect.” Defense did not 
tell Commerce anything further about the basis of its recommendation. 
According to an OEE official, the end user had been on its list of suspi- 
cious end users for some time, but in his opinion the derogatory informa- 
tion about the end user was not conclusive. Furthermore, pre-license 
checks in February and April 1986 did not reveal any derogatory infor- 
mation. Commerce has not made any post-shipment checks of this firm 
because the products exported to it are not considered especially milita- 
rily significant by OEE officials. 

May 21: OEE told OEA that it did not have any concerns with the 
application. 

June 20: OEA issued the export license. 
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Nohe GAO comments 
subplementlng those In the 
relc/ort text appear at the 
enqj of this appendix 

JU. 03 ‘586, 
Mr. J. Dexter Peach 
Director, Resources, Conmunity, and 

Economic Development Dtvision 
United States Genera I 

Accounting OffIce 
Washington, D.C. 20548 

Dear Mr. Peach: 

This is in reply to GpL)‘s letter of May 16, 1986, requesting 
carwnents on the draft report entitled “Export Licensing: 
Commerce-Defense Review of Applications to Certain Free-World 
Not ions .‘I 

We have reviewed the enclosed comments of the Under Secretary for 
international Trade and believe they are responsive to the 

matters discussed in the report. 

Sincerely, 

Kay Bulow 
Assistant Secretary 

for Administration 

Enclosure 

LN3ASSIFIQ W?-EN Cl&SIFIoD 
EbcLosuRE IS REmvla 

Y 

-I 
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See comment 1 

Dear Hr. Peach: 

Thank you for the opportunity to comment on the General 
Accounting Off ice (GAO) draft report, “Export Licensing: 

e- 
f &‘;. I 

5%zz@i I 

UNITED STATES DEPARTMENT OF COMMERCE 
The Under Secretery for lntarnat:onal ‘bade 
Washmgton 0 C 20230 

I 

June 30, 1986 

Commerce-Defense Review of Applications to Certain Free World 
Nat ions.” (U) 

We agree with GAO findings that (1) approaches to resale 
continue to divide Commerce and the Department of Defense (DOD), (2) 
Commerce places a different emphasis on the relevancy of continuing 
investigations (i.e., Commerce argues that one must consider the 
seriousness of the investigatory concerns), and (3) DOD must share 
all relevant information and submit its recommendations to Commerce 
with rpscif icity. (W 

While these findings identify the most divisive issues between 
Commerce and DOD, the evidence in the report appears to call into 
question the just if ication of the DOD West-West Review. Based on 
this evidence, it seems that GAO’s conclusion on DOD’s role in 
West-West review should be stated more explicitly. 

be 
On the issues of sharing information and specificity, it should 

of 
mentioned that, consistent with the spirit of Section 12(c) (3) 
the Export Administration Act, all pertinent and available 

information should be provided by DOD to the licensing and 
enforcement authority (i.e., Commerce). Any failure of DOD to share 
some pertinent information with Commerce, which could ma,terially 
affect a licensing decision, jeopardizes rather than enhances 
national security. (U) 

ivn.ilc DUD has generally provided Commerce with a conclusive basis 
for its recommendations on directive cases, it has rarely been 
sufficiently spacif ic or forthcoming with sufficient information to 
support its recommendat ions. 
delay case processing. 

This lack of specificity continues to 

For cases where DOD has used Dunn and Bradstreet information as 
a basis for recommending denial, 
basis for denial. For example, 

such information may not provide a 
in the cases where DOD recommended 

denial because “the firm frequently conducts business with the 
People’s Republic of China (PRC),” the GAO report should reflect the 
U.J.;dGovernment.pollcy on which the final licensing decisions are 

. 

CLASSIFIED BY: MULTIPLE SOURCES 
ECLASSIFY ON: OADR 

Y 
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Sea comment 2 

Sea comment 3 
Enclosed are several additlonal pornts of clariflcatlon. 

you find our comments useful. (VI 
I hope 

Sincerely, 

4 W--e 
Bruce Smart 

Mr. J. Dexter Peach 
Director for Resources, Community 

and Economic Development Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Enclosure 
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Appendix V 
CkunmenM From the Department 
of Commerce 

The following are GAO’S comments on the Department of Commerce’s 
letter dated June 30, 1986. 

GAO Comments 1. Information classified by the Department of Commerce has been 
deleted. 

2. Information classified by the Department of Commerce has been 
deleted. 

3. These points, some of which were classified, have been addressed in 
the report, where appropriate. 
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Comments F’rom th.e Department of Defense 

COCIC Y 

OFFICE OF THE UNDER SECRETARY OF DEFENSE 

WASHINGTON, D C 20301-2000 

1 JUL 1986 
In reply refer to 
I-10852Al86 

Mr. Frank C. Conahan 

I 
Director, National Security and 

International Affairs Division 
U.S. General Accounting Offlce 
441 G Street, N.W. 
Washington, D.C. 20548 

Dear Mr. Conahan. 

This is the Department of Defense (DOD) response to the 
General Accounting Offlce (GAO) draft report entitled, “EXPORT 

LICENSING : Commerce-Defense Review of Applications to Certain 
Free World Nations,” dated May 16, 1986 (GAO code 483418/OSD 
case 7018). 

On January 4, 1985, the President approved the coordinated 
review of export license applications by the Departments of 
Defense and Commerce for erght Commodity Control List categories 
to fifteen Free World destrnatlons. Defense began recelvrng 
its first cases for review electronically from Commerce under 
thrs agreement on February 15, 1985. The Defense Automated 
Case Review Systems (DACRS) had been designed and developed as 
a prototype to receive, review, store, and process cases trans- 
mitted electronically from the Commerce Licensing Automated 
Retrieval System (LARS) . Thus, the lnrtlal revrew of cases 
would serve to test the DACRS system. 

Defense had Just begun Its Presidentially directed review 
of Free World cases when the GAO performed its review of cases. 
At that time the GAO was advised by Defense officials that the 
study was premature and would not be representative because 
(1) the adminlstratrve and technical filters of the DACRS system 
were still being set, (2) the feaslblllty of a commercial data 
base was under review, and (3) a team to process these cases 
had not yet been fully assembled. Existing personnel asslgned 
to other duties were handling processrng in the Interim, keeping 
track of cases and assuring that Defense was adhering to the 
strict deadllnes mandated by the Presldentral Drrectlve. Also, 
Defense was Just beginnlng to analyze its flndlngs and the maJor 
issues that were emerging. 
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At the time the GAO evaluated the 671 license applicatrons 
sent from Commerce to Defense (Aprrl I-U, lOt15), Defense had 
recerved onlv 1800 applications for processing. In contrast, by 
the ftrst anniversary of DACRS operation on February 15, 1 YS6, 
15,478 cases had been reviewed and processed within the Presi- 
dentially mandated deadlines. 

While the GAO also reviewed applrcations for the first two 
weeks of May, June, and July 1985, Defense had reviewed only 
2,54S, 3,765 and 5,125 cases for those periods, respectively. 
In addition, permanent staff was still berng brought on board 
during those periods. It was not until August 15, 1985, that 
the Free-World Team was in place and in a position to reallv 
begin trghteninp, up on the process. Considerable progress has, 
therefore, been made srnce the GAO revrew. 

Substantial value has been added to the overall licensing 
process through Defense review of Free-World cases. For this 
reason it is far more desirable for Defense to review all Free- 
World cases to assure enhanced national security of technologv 
transfer. No other department of the Federal Government LS in 
a position to make such an evaluation. The purpose of such a 
review 1s not only a significant tightening of the license pro- 
cess which is beginning to occur but, more importantly, to 
protect the national security in technology transfer matters, a 
responsibility given to Defense under law and by the President. 
Defense, therefore, differs with the GAO conclusion concerning 
consistency in licensing actions because the Issue is not 
consistency but rather the quality and effectiveness of the 
review. The quality of the review is being substantially 
enhanced by the DOD involvement in the licensing process. 

Detailed DOD comments on each flnding are provided in the 
enclosure. In addrtlon, at the June 18, 1986, meetrng with the 
staff from the Natronal Security and International Affairs 
Divrsion, other general observatrons were provided. Thank you 
for the opportunity to comment on the draft report. 

Slncerelv, 

s-/i, g--F\ , 

Dr. Stephen D. Bryen 
Deputy Under Secretary 

Trade Security Polrcy 

Enclosure 
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Commenta From the Department of Defense 

I 

howonp 10 

GAO DRAFT REPORT - DATED MAY 16, 1986 
(GAO CODE 483418) OSD CASE 7018 

"EXPORT LICENSING: COMMERCE-DEFENSE REVIEW OF 
APPLICATIONS TO CERTAIN FREE WORLD NATIONS" 

DEPARTMENT OF DEFENSE COMMENTS 

II***** 

FINDINGS 

FINDING A: THE EXPORT CONTROL SYSTEM. The GAO reported that under 
the Export Administration Act of 1979, as amended, the Secretary of 
Commerce adminrsters the control of the export of militarily 
significant commercial products and issues export licenses. The 
GAO observed, however, that section 10 (9) of the Act also includes 
"special procedures" for the Secretary of Defense to review some 
kinds of export license applications. The GAO found, however, that 
because the Act did not specifically define countries "to which 
exports are controlled for national security purposes," the exact 
scope and nature of the DOD review responsibilrties has been a 
matter of continuing conflrct between the Departments of Commerce 
and Defense. To resolve this conflict, the GAO reported that in 
January 1985 the President issued a directive, which added to the 
scope of the DOD review of export applications--i.e., in addition 
to revrewing proposed exports to the Soviet bloc and Chrna, the DOD 
now reviews all applications for eight product categories exported to 
15 free-world deatrnatrons. The GAO also noted the directive 
authorized the establishment of a Technology Transfer Steering 
GrOUp, composed of officials fromCommerce, Defense, and the Natronal 
Security Counc11, to resolve disputes between Commerce and Defense 
over licensing recommendations related to the dlrectxve. The GAO 
found, however, that through December 31, 1985, the Steering Group 
had held only one meeting. The GAO asserted that the lack of 
meetings understates the differences that exist between Commerce 
and Defense. (p. 1, pp.7-lo/GAO Draft Report) 

DOD RESPONSE: PARTIALLY CONCUR. The DOD disagrees with the GAO 
statement concerning the lack of Steering Group meetings. The 
lack of meetrngs by the Technology Transfer Steering Group 16 
attributable to a variety of factors other than differences between 
the two departments. Defense approached its new responsibilrty 
for review of applxcatlons to certain Free World nations as an 
opportunity to strengthen and rmprove the licensing process. It 
has sought to establzsh a good Working relatlonshlp with Its 
Commerce counterparts. It has been educating itself on the process 
and analyzing mayor issues and differences to evaluate the best 

, 
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Nowonpp 3,13, and14 

possible approach to critical licensing matters. Commerce has 
new leadership and Commerce staff are cooperative. As a result, 
several iseues are on the way to some form of mutual resolution. 
Working groupe have met to discues case problems and major issues, 
which have been reviewed by the Assistant Secretary of Commerce 
for Trade Administration and the Deputy Under Secretary of Defense 
for Technology Security Policy, among others. This does not mean 
that Defense at some future time will not refer serious iesues to 
the Technology Transfer Steering Group. Defense remains concerned 
over the Commerce Department's unilateral override of its recommen- 
dations, which violates the spirit and intent of both the Preaiden- 
tial Directive and the Export Adminietration Act. Most recently 
though, came8 involving extremely sensitive technology have been 
resolved through further technical analysis and consultation 
between the two organizations without the need for any escalation. 

FINDING BI IMPLEMENTATION OF PRESIDENTIAL DIRECTIVE. The GAO re- 
pOrt@d that in renponse to the Directive, the DOD has eetablished 
;o~~qr~~ure to automatically screen the application6 received from 

i.nformation 
According to the GAO, the DOD electronically compares 

on applications with (1) a list of individuala and firma 
conai.dared potential diverters, (2) countries with questionable 
export control procedures, (3) characteristics which define a 
product'&! sophietication, and (4) questionable addresses of the end 
uB%rs (such as a "P.O. Box"). The GAO reported that the purpose 
of these screens is to help the DOD identify quickly those applica- 
tlOn#i which should be reviewed in detail for policy and technical 
reasons. The GAO noted that the DOD has seven calendar days or 15 
additional working daye for further review, if needed, to review 
applications and make recommendations to Commerce. The GAO found 
that at the time of its teet period, April 1 to 12, 1985, the DOD 
was not routinely being informed of Commerce licensing actions on 
the applications reviewed by the DOD. The GAO noted, however, 
that in late 1985, Commerce began routinely notifying the DOD of 
its proposed licensing decieions when they were contrary to DOD 
recommendation. Although the GAO did not assess the administrative 
efficiency of the export licensing process, the GAO also found that 
both the DOD and Commerce (1) purchase information from Dun & 
Bradstreet, (2) collect end-user related information from other 
U.S. Government agencies, and (3) maintain lists of suspicious end 
usem. The GAO also observed that DOD and Commerce do not share 
the information they develop from lists of suspicious end users. 
(pp. l-2 and pp. 16-19, GAO Draft Report) 

DOD RESPONSE: PARTIALLY CONCUR. Until software was available in 
the Commerce System in March 1986 that enabled Defense to return 
cases to Commerce electronically, Defense had no way of knowing 
the final dlsposltxon of applications by Commerce. Commerce has 
never, however, routinely advised Defense of its actions on Defense 
recommendations. This situation et111 exists with respect to 

-2- 
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I 

Now on pp 3,4,15,and16 

Defense recommendations on East-West cases today whert there is 
no data link. When it finally became possible to track the final 
electronic disposition of Free World cases, a wide disparity was 
noted. An analysis is being completed by Defense and will be 
shared with Commerce with the intent of all questioned actions 
being dealt with and accounted for. A closer liaison between 
Defense and the Office of Export Enforcement at Commerce has fur- 
thered a greater sharing of information, and as Defense has begun 
to develop its own intelligence data base, it has shared its in- 
formation with greater specificity. It is important to keep z.n 
mind that the sharing of information on suspicious end users 
between the two departments is hampered somewhat by security 
procedures. While the Free World case processing team at Defense 
has the necessary clearances and direct access to intelligence 
data, the number of individuals cleared at top levels of access 
Ln Commerce are limited and facilities are limited. 

FINDING C: APPLICATIONS FOR WHICH DOD RECOMMENDED APPROVAL. The 
GAO reported it reviewed 671 license applications sent to the DOD 
from Cbmmerce during the period April-l to 12, 1985. (The GAO 
noted that DOD actually received information on 694 applications, 
but three of them were not covered by the Presidential Directive's 
criteria, and Commerce returned twenty applications to the applicants 
without action before the DOD asked for copies.) The GAO found 
that the DOD recommended approval for 611 or 91 percent of the 671 
applications that it reviewed. The GAO also found that of the 611 
DOD approved applications, Commerce approved 482 or 79 percent, 
returned 118 without action and denied seven or about 1 percent. 
The GAO reported the following reasons for the denied applications: 

-- one was denled for foreign policy reasons; 

-- another was denied on the basis of pre-existing intelligence 
agency reports which indicated that the end-user was not a suitable 
recipient of U.S.-origin national security controlled commodities: 
and 

-- the other five were denied on the basis of unfavorable pre- 
license checks of the end users by U.S. embassy officials overseas. 
(p. 3, p. 11, pp. 19-22/GAO Draft Report) 

1 
DOD RESPONSE: CONCUR. While Defense does not argue with the GAO ' 
analysis of the 671 license applications, the analysis may not, 
however, be representative because the period covered (April l-12) 
was quite early in the start up of the program. Defense was starting 
from scratch with no list of end users and no prior data base of 
intelligence information on questionable end users. In addition, 
the DOD did not have access to a file of end user checks by U.S. 
embassy officials overseas. Defense was clearly In a learning mode 
and a permanent staff was In the process of being recruited. 
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and24 

FINDING D: APPLICATIONS FOR WHICH DEFENSE RECOMMENDED DENIAL-- 
EVALUATIMG THE END USER. The GAO found the DoD recommended that 
Commerce deny 60 export license applications, but Commerce generally 
disagreed with the DOD denial recommendations and approved 39, or 
65 percent, of the 60 applications. (Table 2.2 on page 23 of the 
GAO Draft Report lists the varrou6 reason6 for the DOD recommended 
denrals, as well a6 the Commerce actions), The GAO pointed out that 
almost half, or 24 of the 60 DOD recommended denials were based on 
DOD concerns that the end users might illegally divert controlled 
products. The GAO reported these concerns were baaed on DOD rnter- 
pretatlon of information received from Dun & Bradstreet, the U.S. 
Custom6 Service, and one or more intelligence agencies. The GAO 
found, however, that the DOD generally did not share wrth Commerce 
all the informatron It used to support a recommendation, and the DOD 
generally based its denial recommendations on general notations of 
concarn, rather than on specific adverse Information. As a result, 
the GAO found that for those applicatrons that the DOD official6 
wanted to deny, Commerce concurred only when the DOD provided suffi- 
cient specific infOrmatlOn to Justify a negative determination. 
The GAO found that, a6 result, Commerce denred only one of the 24 
applicatrons that the DOD wanted to deny because of a suspicious 
end user. According to the GAO, the Presr.dential Directive states 
that the DOD objectrons to issuing an export license must be made 
“with specifkcity." The GAO found, however, that Commerce and DOD 
officials have differed over what this phrase means, with the result 
that Commerce has approved some applications which DOD recommended 
be denied because, according to Commerce officials, their requests 
for more specificity were not met by DOD. The GAO also found that 
neither Commerce nor DOD referred applicatzons to the Steering 
Group established by the dzective to resolve disputed applrcations. 
(The GAO did point out, however, that DOD began supporting its 
recommendations with more specific information later in 1985.) The 
GAO concluded that, because Commerce and Defense officials inter- 
preted export lrcenee information differently, and because Defense 
did not share rnformation in some cases or Commerce was not always 
developing information, Commerce approved most license applications 
that Defense wanted to deny, and denied some licenses that Defense 
wanted to approve. The GAO further concluded, however, that the 
information-sharing problems were largely resolved by the end of 
1985, and Commerce is now getting more specific information from 
Defense. The GAO also concluded these actions should lead to 
greater consistency between Defense licensing recommendations and 
Commerce licensing actions. On the other hand, the GAO concluded 
that a high level of consistency raises the question of whether 
Defense review of individual Free World license applications should 
be continued in its present form. 
GAO Draft Report) 

(pp. 2-4, pp.22-30, pp. 35-37/ 

DOD RESPONSE: PARTIALLY CONCUR. The GAO findings fall to take 
lnt0 Consideratron that Defense had just embarked on an ambitions 
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program which was begun from scratch. Defense recommendations of 
dental were based on concerns because specific information was 
lacking and still in the process of development. In some instances 
where specifics were supplied, Commerce still unilaterally approved 
eases without notification, violating the spirit and intent of 
the Presuhmtml Directive. In one group of cases, in a perzod 
not covered by the GAO review, the DOD "expressions of concern" 
were later supported by rndictments and Commerce had to rescind 
the licenses after they had been issued. Disputed licenses were 
not referred to the Technology Transfer Steering Group because 
Defense in many instances had no way of knowrng which ones were 
in dispute. The GAO correctly notes that information sharing 
problems have been largely resolved duetohard work and cooperation 
between the two departments. Defense does not agree with the 
GAO conclusion that a high level of consistency raises the question 
of whether continued Defense review of licenses should continue 
rn its present form. The issue is not one of consistency, but 
rather one of quality and effectiveness of the review. The 
quality of the review 1s being substantially enhanced by the 
DOD involvement in the llcenslng process. 

FINDING E: APPLICATIONS FOR WHICH DEFENSE RECOMMENDED DENIAL-- 
EVALUATING THE END USE: THE RESALE ISSUE: The GAO found the DOD 
based another 31 of zts 60 denials on concerns about end use. The 
GAO pornted out that the DOD basrs for denying 27, or 07 percent of 
these 31 applications was resale by end users to customers unknown 
to U.S. licensing authorities in certain "problem" countries. 
The GAO reported that Commerce, in most circumstances, belleves 
it cannot deny a license application solely on the grounds that 
the end user intends to resell an item withrn the country of 
destination to customers who are unknown to U.S. licensing autho- 
ritzea. (As noted in Table 2.4 on page 32 of the GAO Draft 
Report, Commerce approved 19 of the 27 applications that the DOD 
recommended be denied.) The GAO observed that in January 1986 a 
joint Commerce-Defense task force began to discuss the resale 
msue. The GAO reported that by March 1986, the agencies had 
agreed in principal that rdentification of distributors' customers 
would be required for especially sensitive products, before an 
export license application could be approved. The GAO reported 
that for other, less-sensitive products, distributors would be 
required to maintain special records of their transactions, and 
for the least sensitive products, distributors would be able to 
resell i.tems without identifying their customers or keeping 
spatial records. The GAO noted that pursuant to this agreement, 
the DoD is determining how each commodity control category should 
be divided among the three different groupings. The GAO concluded 
that control over resale was the most important and particularly 
contentious issue between Commerce and Defense In 1985 and 1986. 
The GAO also concluded, however,, that steps toward resolving 
this issue have been taken with the agreement in principle to 
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designate three different categories for control purposes for items 
shrpped to distributors. The GAO observed that a significant result 
from this approach to resolvlng the resale issue was the precedent 
of writing licensing guidelines as a shared responsibility of the 
Commerce and Defense Departments. The GAO further concluded the 
actions taken by Commerce and Defense should lead to greater consis- 
tancy b%tw%%n the Defense llcensrng recommendations and the Commerce 
licensing actions. on the other hand, the GAO concluded that a high 
level of conslatency raises the question of whether Defense review 
of individual Free World license applications should be continued 
In its present form. (pp. 2-4, pp. 31-37 GAO Draft Report) 

DOD RESPONSE: PARTIALLY CONCUR. The daily abstracts of cases printed 
out by the DOD DACRS system revealed that exporters were simply 
stating that the proposed-end use was for "resale:" This was trouble- 
some because large quantities of sensitive materials were being 
exported without adequate identification of the end user and end 
use. Verification Of order8 in many instances was simply not being 
provided. A8 a result, Defense has requested more information on 
the end use and the end user. Where this information has not been 
available, it has requested proof of firm orders and asked the exporter 
to kaep records. The joint Commerce/Defense working group should 
have racommendations shortly on how to resolve this issue. There 
have bsen other issues raised that still must be resolved before the 
GAO conclusion on consistency in recommendations becomes a reality. 
Deienae has questioned the use of the Individual Validated License 
(IVL) ae a bulk license. It has been concerned about the potential 
for diversion of sensitive commodities through certain Pacific Basin 
destinations. At the auggeetion of Defense, a joint U.S. Defense/ 
Commerce/Customs Study Teamwill soon vlsat a number of these countries 
on a fact finding mission. Similar discussions have been proposed 
wzth another country on the administration of an existing Memorandum 
of Understanding (MOU). Defense review of Free World license appli- 
cations muet continue in its present form to resolve such key issues 
and to support an effective export control program. 

RECOMMENDATIONS 

NONE. 
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